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Detailed Action 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 

form the basis for the rejections under this section made in this Office action: 
A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

Claims 1-13 are rejected under 35 U.S.C. 102(b) as being anticipated by Li et al 
(US Pat No: 5,473,599), hereafter referred to as Li. 

1 . With regards to claim 1 , Li teaches a method for re-configuring communications 
between a host, a first router and a second router on a network in the event of a 
failure of the first router, wherein the host, first router and second router are all 
operating on an Internet Control Message Protocol (ICMP) Router Discovery 
Protocol (IRDP), the method comprising the steps of: designating said first router 
as a primary router by using said IRDP to assign said first router a first 
preference value which said first router includes in advertisements it sends out to 
said host on said network; designating said second router as a backup router by 
using said IRDP to assign said second router a second preference value which 
said backup router includes in advertisements it sends out to said host on said 
network; causing said host to transmit data over said network to said primary 
router subsequent to receiving an advertisement from said primary router; and in 
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the event said host does not receive an advertisement from said primary router 
within a predetermined time period, causing said host to recognize an 
advertisement from said backup router and to treat said backup router as a 
primary router, and to transmit data to said backup router, whereby said backup 
router routes said data received from said host over said network to a desired 
destination 

(Li discloses a design for standby routers (column 2, lines 16-30, Li). A number 
of routers standby while the main router performs its tasks. All the routers send 
out "hello" messages (equivalent to the claimed advertisements) (column 2, line 
65 - column 3, line 14, Li). The routers also have priorities (equivalent to the 
claimed preference values) (column 2, lines 44-64, Li). When it is determined 
that a router needs to be replaced, either for backup purposes (column 3, lines 
14-39, Li), priority purposes or lack of "hello" messages (advertisements) (Figure 
3, Li), another router is selected to take on the role as primary router. Finally, the 
design allows for the use of ICMP with router discovery as claimed as well 
(column 1, line 26-28, Li)). 

2. With regards to claim 2, Li teaches the method wherein a plurality of said backup 
routers are provided, each of said backup routers being in communication with 
said host on said network and each being assigned a preference value; and 
further comprising the step of said host using said backup router that has the 
highest preference value when said primary router fails (Li's design allows for a 
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plurality of standby (backup) routers (column 2, lines 16-30, Li). The routers 
have priority values (equivalent to the claimed preference values) (column 2, 
lines 44-64, Li). When a router fails, a new primary router is selected based on 
the priority values). 

3. With regards to claim 3, Li teaches the method further comprising the step 
blocking the reception of Type 9 and Type 10 ICMP packets transmitted on said 
network to said host by any router operating on said network (Type 9 and 10 
ICMP packets are broadcast/advertisement packets, called "hello" messages in 
this design. Claim 15 discloses how ICMP redirect packets are blocked from 
being sent to the host as claimed). 

4. With regards to claim 4, Li teaches the method further comprising the step of 
configuring said primary router to receive data packets from a plurality of 
independent computer devices (Since a router takes over the role of another 
router in Li's design, it is inherent that the "new" primary router is configured to 
receive data as claimed). 

5. With regards to claim 5, Li teaches a method for re-configuring communications 
between a host, a first router and a second router on a network in the event of a 
failure of the first router, wherein the host, first router and second router are all 
operating on an Internet Control Message Protocol (ICMP) Router Discovery 
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Protocol (IRDP), the method comprising the steps of: configuring said host for 
communication with a plurality of personal computing devices; causing said host 
to recognize a first one of said routers which transmits an advertisement which 
includes an address having the highest preference value of all of said routers as 
a default router; in the event said default router ceases transmitting 
advertisements on said network for a given period of time, causing said host to 
remove said first one of said routers as said default router from a routing table 
maintained by said host; causing said host to recognize said router having the 
next highest preference value in its advertisement, as a secondary default router, 
and designating said secondary default router as a new default router in said 
routing table of said host; and in the event said secondary default router ceases 
transmitting advertisements for a given period of time while said first one of said 
routers has also ceased transmitting advertisements, then causing said host to 
recognize said router transmitting advertisements having the next highest 
preference value to that of the secondary router as a tertiary router, and 
designating said tertiary router as said default router in said router table of said 
host 

(Li discloses a design for standby routers (column 2, lines 16-30, Li). A number 
of routers standby while the main router performs its tasks. All the routers send 
out "hello" messages (equivalent to the claimed advertisements) (column 2, line 
65 - column 3, line 14, Li). The routers also have priorities (equivalent to the 
claimed preference values) (column 2, lines 44-64, Li). When it is determined 
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that a router needs to be replaced, either for backup purposes (column 3, lines 
14-39, Li), priority purposes or lack of "hello" messages (advertisements) (Figure 
3, Li), another router is selected to take on the role as primary router. This is 
done, as many times as needed until there are no more routers to rely on. In 
addition, all networks using routers make use of routing tables. Finally, the 
design allows for the use of ICMP with router discovery as claimed as well 
(column 1, line 26-28, Li)). 

6. With regards to claim 6, Li teaches the method further comprising the step of 
using at least one packet filter with said host to allow said host to accept only 
advertisements transmitted on said network of predetermined routers known to 
be operating on said network (Claim 15 of Li's design states how ICMP redirect 
packets are block from being sent to the host. Hence the claimed filtering means 
are present within Li's design). 

7. With regards to claim 9, Li teaches the method wherein the step of using at least 
one packet filter comprises the step of blocking the receipt by said host of any 
advertisement transmitted to it on said network which comprises one of a Type 9 
and a Type 10 packet to insure against the diversion of data packets transmitted 
from said host to an authorized router transmitting advertisements on said 
network (Claim 15 of Li's design states how ICMP redirect packets are block from 
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being sent to the host. Hence the claimed filtering means are present within Li's 
design). 

8. With regards to claim 8, Li teaches a method for re-configuring communications 
between a host, a first router and a second router on a network in the event of a 
failure of the first router, wherein the host, first router and second router are all 
operating on an Internet Control Message Protocol (ICMP) Router Discovery 
Protocol (IRDP), the method comprising the steps of: configuring said host for 
communication with a plurality of personal computing devices; causing said host 
to recognize a first one of said routers which transmits an advertisement which 
includes an address having the highest preference value of all of said routers as 
a default router; in the event said default router ceases transmitting 
advertisements on said network for a given period of time, causing said host to 
remove said first one of said routers as said default router from a routing table 
maintained by said host; causing said host to recognize said router having the 
next highest preference value in its advertisement, as a secondary default router, 
and designating said secondary default router as a new default router in said 
routing table of said host; and in the event said secondary default router ceases 
transmitting advertisements for a given period of time while said first one of said 
routers has also ceased transmitting advertisements, then causing said host to 
recognize said router transmitting advertisements having the next highest 
preference value to that of the secondary router as a tertiary router, and 
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designating said tertiary router as said default router in said router table of said 
host; and using at least one packet filter on said host to restrict the 
advertisements said host can receive on said network 

(Li discloses a design for standby routers (column 2, lines 16-30, Li). A number 
of routers standby while the main router performs its tasks. All the routers send 
out "hello" messages (equivalent to the claimed advertisements) (column 2, line 
65 - column 3, line 14, Li). The routers also have priorities (equivalent to the 
claimed preference values) (column 2, lines 44-64, Li). When it is determined 
that a router needs to be replaced, either for backup purposes (column 3, lines 
14-39, Li), priority purposes or lack of "hello" messages (advertisements) (Figure 
3, Li), another router is selected to take on the role as primary router. This is 
done, as many times as needed until there are no more routers to rely on. In 
addition, all networks using routers make use of routing tables. Plus, the design 
allows for the use of ICMP with router discovery as claimed as well (column 1 , 
line 26-28, Li). Finally, claim 15 of Li's design states how ICMP redirect packets 
are block from being sent to the host. Hence the claimed filtering means are 
present within Li's design). 

9. With regards to claim 9, Li teaches the method wherein the step of using at least 
one packet filter comprises the step of blocking the reception by said host of all 
Type 9 data packets transmitted to it on said network (Type 9 and 10 IGMP 
packets are broadcast/advertisement packets, called "hello" messages in this 
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design. Claim 15 discloses how ICMP redirect packets are blocked from being 
sent to the host as claimed). 

10. With regards to claim 10, Li teaches the method wherein the step of using at 
least one packet filter comprises the step of blocking the reception by said host of 
all Type 10 data packets transmitted to it on said network (Type 9 and 10 ICMP 
packets are broadcast/advertisement packets, called "hello" messages in this 
design. Claim 15 discloses how ICMP redirect packets are blocked from being 
sent to the host as claimed). 

1 1 .With regards to claim 1 1 , Li teaches a method for re-configuring communications 
between a host, a first router and a second router on a network in the event of a 
failure of the first router, wherein the host, first router and second router are all 
operating on an Internet Control Message Protocol (ICMP) Router Discovery 
Protocol (IRDP), the method comprising the steps of: designating said first router 
as a primary router by using said IRDP to assign said first router a first 
preference value which said first router includes in advertisements it sends out to 
said host on said network; designating said second router as a backup router by 
using said IRDP to assign said second router a second preference value which 
said backup router includes in advertisements it sends out to said host on said 
network; causing said host to transmit data over said network to said primary 
router subsequent to receiving an advertisement from said primary router; and in 
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the event said host does not receive an advertisement from said primary router 
within a predetermined time period, causing said host to recognize an 
advertisement from said backup router and to treat said backup router as a 
primary router, and to transmit data to said backup router, whereby said backup 
router routes said data received from said host over said network to a desired 
destination; and using a filter on said host to restrict the types of advertisements 
said host may receive to thereby eliminate the possibility of an unauthorized 
router that has gained access to said network transmitting advertisements that 
cause said host to recognize said unauthorized router as said default router 
(Li discloses a design for standby routers (column 2, lines 16-30, Li). A number 
of routers standby while the main router performs its tasks. All the routers send 
out "hello" messages (equivalent to the claimed advertisements) (column 2, line 
65 - column 3, line 14, Li). The routers also have priorities (equivalent to the 
claimed preference values) (column 2, lines 44-64, Li). When it is determined 
that a router needs to be replaced, either for backup purposes (column 3, lines 
14-39, Li), priority purposes or lack of "hello" messages (advertisements) (Figure 
3, Li), another router is selected to take on the role as primary router. This is 
done, as many times as needed until there are no more routers to rely on. In 
addition, all networks using routers make use of routing tables. Plus, the design 
allows for the use of ICMP with router discovery as claimed as well (column 1 , 
line 26-28, Li). Finally, claim 15 of Li's design states how ICMP redirect packets 
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are block from being sent to the host. Hence the claimed filtering means are 
present within Li's design). 



12. With regards to claim 12, Li teaches the method wherein the step of using a filter 
comprises blocking all Type 9 advertisement packets transmitted on said network 
(Type 9 and 10 ICMP packets are broadcast/advertisement packets, called 
"hello" messages in this design. Claim 15 discloses how ICMP redirect packets 
are blocked from being sent to the host as claimed). 

13. With regards to claim 13, Li teaches the method wherein the step of using a filter 
comprises blocking all Type 10 advertisement packets transmitted on said 
network (Type 9 and 10 ICMP packets are broadcast/advertisement packets, 
called "hello" messages in this design. Claim 15 discloses how ICMP redirect 
packets are blocked from being sent to the host as claimed). 



Remarks 

After review of the claimed design along with its drawings and specifications, it is 
believed by the examiner that the prior art presented here, features the traits of the 
claimed invention. The applicant and their representative are encouraged to review 
the prior art fully and also take into account the spirit of the design of the prior art 
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when making their amendments. As always, if there are any concerns or questions, 
the examiner is available at the contact information provided below. 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Azizul Choudhury whose telephone number is (571)272- 
3909. The examiner can normally be reached on M-F. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, David Wiley can be reached on (571 )272-3923. The fax phone number for 
the organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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